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Information Theory Review

● Information

● (Conditional, Joint) Entropy

● KL Divergence

● Mutual Information



  

Information Theory
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Information Theory

1948 1949
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● Fundamental properties of information (I)
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Defining Information – Qualitatively

● Fundamental properties of information (I)
– I(p) is monotonically decreasing in probability (p)
– I(p) ≥ 0
– I(p=1) = 0
– I(x1,x2) = I(x1) + I(x2) ↔ x1      x2

Independent
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Defining Information – Quantitatively
  

● Information ≡ Average surprise/uncertainty

5/33E. Loweimi



  

Defining Information – Quantitatively
 

● Information ≡ Average surprise/uncertainty

Entropy

b = 2 → bit
b = e → nat
b = 10 → Hartley 

Set of char

Self
information
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History of Entropy

R. Clausius C. ShannonJW Gibbs L. Boltzmann

1865 1870 1876 1948



  

Conditional Entropy

                                         
H(Y)H(X)

H(X|Y) H(Y|X)
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Conditional Entropy

● H(Y|X) → Remaining uncertainty in Y, when X is known
                                         

Independent Deterministic
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Joint Entropy
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Kullback–Leibler Divergence (KLD)

Cross
Entropy
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Kullback–Leibler Divergence (KLD)

Interpretation:
 

     – Distance measure (P: ref; Q: est)
 

     – Information gain (P: posterior; Q: prior)
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Kullback–Leibler Divergence (KLD)

Gibbs Inequality

Properties

Asymmetric
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Mutual Information (MI)

H(Y)H(X)

I(X;Y)

H(X,Y)
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Mutual Information

● Information X gives about Y, or vice verse

● More general form of correlation

H(Y)H(X)

H(X|Y) H(Y|X)I(X;Y)
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Mutual Information – Properties

● Data Processing Inequality (DPI)
– For Markov Chain:            X → T1 → T2 → T3    

                                      I(X;T1) ≥ I(X;T2) ≥ I(X;T3)
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Mutual Information – Properties

● Data Processing Inequality (DPI)
– For Markov Chain:            X → T1 → T2 → T3    

                                      I(X;T1) ≥ I(X;T2) ≥ I(X;T3)

● Transformation Invariance
– For invertible functions f and g

                                      I(X;Y) = I( f(X) ; g(Y) )
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Mutual Information – Estimation
● Estimation (tricky, specially in high-dim space)

– Ensemble Dependence Graph (Noshad 2018)

– Kernel-based (Kolchinsky 2017)

– K-NN-based (Kraskov 2004)

– ...

10/33E. Loweimi
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Information Bottleneck
 

● Motivation
● Definition

1999

E. Loweimi



  

Rate-Distortion Theory
● GOAL: 

– Find              Minimal Rate 

subject to:     Distortion ≤ DMax
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Rate-Distortion Theory
● GOAL: 

– Find              Minimal Rate 

subject to:     Distortion ≤ DMax

D

R

Trade-off: Rate vs Distortion 
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Rate-Distortion Theory

● Distortion Measure
– Purely Mathematical
– Relevant/Irrelevant info

● Perceptual
● Side-information (Wyner 1975)

D

R
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Information Bottleneck (IB)

● Idea
– Shannon Information + Learning

X Y

T

X: observation
Y: variable of interest
T: representation of X

p(x,y)

q(t|x)
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Information Bottleneck (IB)

● How
– Compress X into T subject to ...  

– Maintain relevant info about Y

X Y

T

X: observation
Y: variable of interest
T: representation of X

p(x,y)

q(t|x)
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Information Bottleneck (IB) – Interpretation

● Statistics 
– Generalised minimal sufficient 

statistics for Y 

– Y ╨ X|T  <=>  I(X;Y) = I(T;Y)

Machine Learning

Kind of clustering or VQ

X Y

T

X: observation
Y: variable of interest
T: representation of X

p(x,y)

q(t|x)
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IB – Objective Function

X Y

T

p(x,y)

q(t|x)

Lagrange 
multiplier X: observation

Y: variable of interest
T: representation of X
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IB – Objective Function

X Y

T

p(x,y)

q(t|x)

Minimality/
Compression/

Complexity

Fidelity/
Sufficiency/
Accuracy

X: observation
Y: variable of interest
T: representation of X

Lagrange 
multiplier
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X Y

T

p(x,y)

q(t|x)

Minimality/
Compression/

Complexity

Fidelity/
Sufficiency/
Accuracy

Trade-off
parameter

X: observation
Y: variable of interest
T: representation of X
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IB – Objective Function

X Y

T

p(x,y)

q(t|x)

Minimality/
Compression/

Complexity

Fidelity/
Sufficiency/
Accuracy

X: observation
Y: variable of interest
T: representation of XIDEALLY

    – I(T;X) ↔ as LOW as possible
    – I(T;Y) ↔ as HIGH as possible
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IB – Objective Function

X Y

T

p(x,y)

q(t|x)

Minimality/
Compression/

Complexity

Fidelity/
Sufficiency/
Accuracy

X: observation
Y: variable of interest
T: representation of X

X           T          Y
Encoding Decoding
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Accuracy-Compression Tradeoff

I(T;Y) ≤ I(X;Y)
I(X;Y)

I(X;T)

I(
T;

Y
) Achievable

Region

D

R

≡
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I(
T;

Y
) Achievable

Region

D

R

≡
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I(X;T) ↓ ≡  R ↓
 

I(Y;T) ↑ ≡  D ↓
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Opening the Black Box of DNNs via 
Information Bottleneck



  

NN as a Markov Chain
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● Across layers, complexity shifts 
from De to En

● GOAL:

– Successive Refinement of 
relevant information

E. Loweimi 14/33



  

Successive Refinement of Relevant Info
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NN as a Markov Chain

● Ideally

– Compression: I(X;Tk) ↓
– Accuracy: I(Y;Tk) ↑
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NN as a Markov Chain

● Theorem (Tk: last hidden layer)

– I(X;Tk) ↔ sample complexity

– I(Y;Tk) ↔ generalisation error

E. Loweimi 15/33



  

Information Plane

IX = I(X;T)
IY = I(Y;T)

I(X;T)

I(
Y

;T
)

*

*
*

*
*

^
^

^
^

^

Ln: *          Lm: ^
X

Y
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Information Plane
● GOAL 

– Study the dynamics of learning

How
Estimate IX & IY for all Layers & Iterations

CHALLENGE
Estimating MI (Multivariate random variables) IX = I(X;T)

IY = I(Y;T)

I(X;T)

I(
Y

;T
)

*

*
*

*
*

^
^

^
^

^

Ln: *          Lm: ^
X
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Information Plane
● GOAL 

– Study the dynamics of learning

● How
– Estimate IX & IY for all layers, all epochs

CHALLENGE
Estimating MI (Multivariate random variables) IX = I(X;T)

IY = I(Y;T)

I(X;T)

I(
Y

;T
)

*

*
*

*
*

^
^

^
^

^

Ln: *          Lm: ^
X

Y
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Network Architecture

● Fully-connected FFNN
● Training data: 

– 4096 samples
– Batch size: 64

● 10k epochs

● 50 initialisations
12

10
7

5 4
3 2

Tanh
   

Sigm

E. Loweimi 17/33



  

Mutual Information at Different Epochs

Each circle represents an initialisation (50)

Random 
Initialisation

#Epochs: 400 #Epochs: 9000

X

Y

Ti

E. Loweimi

Animation

18/33

https://www.youtube.com/watch?v=q45lPv9rev0


  

Dynamics of Learning – Info Path

Similar path for all initialisations → Average

X

Y

L1

L2

L3

L4

L5

I(X;T)
I(

Y
;T

)
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Dynamics of Learning – Info Path
X

Y

L1

L2

L3

L4

L5

● Two distinct Phases

 (1)  A → C

(2)  C → E

I(X;T)
I(

Y
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Dynamics of Learning – Info Path
X

Y

L1

L2

L3

L4

L5

● Two distinct Phases

 (1)  A → C

(2)  C → E

I(X;T)
I(

Y
;T

)

A

C E

B

D
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Information Path – First Phase

X

Y

L1

L2

L3

L4

L5

● A → C
– Fitting the labels

– Empirical Risk Min

– Fast

I(X;T)
I(

Y
;T

)
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Information Path – First Phase

X

Y

L1

L2

L3

L4

L5

● A → C
– Fitting the labels

– Empirical Risk Min

– Fast

– ΔIY  > 0 and ΔIx > 0

I(X;T)
I(

Y
;T

)

ΔIY

ΔIX
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Information Path – Second Phase

X

Y

L1

L2

L3

L4

L5

● C → E
– Empirical risk ≈ constant

– Slow

I(X;T)
I(

Y
;T

)
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– Empirical risk ≈ constant

– Slow

– ΔIX < 0 (and ΔIY ≥ 0)

I(X;T)
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Y
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Information Path – Second Phase

X

Y

L1

L2

L3

L4

L5

● C → E
– Empirical risk ≈ constant

– Slow

– ΔIX < 0 (and ΔIY ≥ 0)
● Compression
● Forget irrelevant info

I(X;T)
I(

Y
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Information Path – Second Phase

X

Y

L1

L2

L3

L4

L5

● C → E
– Empirical risk ≈ constant

– Slow

– ΔIX < 0 (and ΔIY ≥ 0)
● Compression
● Forget irrelevant info

– Responsible for generalisation
I(X;T)

I(
Y

;T
)

ΔIX
ΔIY

E. Loweimi 21/33



  

Drift vs Diffusion

Diffusion: C → E

Drift: A → C
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SNR of Gradient
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SNR of Gradient

Drift

     C

Diffusion
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SNR of Gradient

● Drift: High SNR → Fast

● Diffusion: Low SNR → Slow

     C

Drift

Diffusion

E. Loweimi 23/33



  

Diffusion Improves Generalisation

Drift (A→C) → High SNR
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Diffusion Improves Generalisation

Diffusion (C→E) → Low SNR
Large stochasticity

Drift (A→C) → High SNR

Random
Walk

E. Loweimi 24/33



  

Diffusion Improves Generalisation

Diffusion → Large stochasticity

→ Add noise to irrelevant features

→ Forget irrelevant details

Noise Cov 
Matrix

Relevant
Irrelevant
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Effect of Amount of Data

5% 45% 85%
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Effect of Amount of Data

Over-training
↔ IY ↓ in Diffusion
Ideal early stop  ...      
           Just before IY ↓

5% 45% 85%

 

C

Ix

IY IY

IxIY

Ix
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Advantage of More Layers
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Advantage of More Layers

● Faster diffusion/convergence 
to good generalisation
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Advantage of More Layers

● Faster diffusion/convergence 
to good generalisation

● Convergence time scales as 
a negative power of the 
number of effective layers
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Effect of Training Data

● Better generalisation
– Higher IY
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Effect of Training Data

● Better generalisation
– Higher IY

● Limited effect on IX 
(compression)
– Remains almost 

constant
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Theoretical IB Bound

Encoder-decoder 
structure for each layer 
satisfies the IB bounds

I(X;T)

I(
Y

;T
)
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Beta for different layers
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Theoretical IB Bound

Beta for different layers
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β is inversely proportional 
with the slope of tangent line



  

Theoretical IB Bound

Beta for different layers

β decreases by moving 
towards higher layers

E. Loweimi 28/33



  

How well the results generalise to 
other architectures and data?



  

How well the results generalise to 
other architectures and data?

When your whole neural network can be 
drawn as the legend to the plot analyzing it 
(Figure 4), you know you are in trouble!

Zeeshan Zia, a discussion in Quora



  

MNIST (or CIFAR-10 ?) CNN + ReLU

MNIST + CNN CIFAR-10 + CNN + ReLU

E. Loweimi 29/33

https://yadi.sk/i/79OcpD3i3NnafT
https://www.dropbox.com/s/6aotykw6py37z1h/Naftali%20Tishby%20and%20Ravid%20Shwartz%20Ziv-final%20comment.pdf?dl=0


  

CIFAR-10

E. Loweimi 29/33

Argument holds if in diffusion
ΔIX < 0 and ΔIY ≥ 0,
which is the case here

I(X;T)
I(

Y
;T

)

ΔIX < 0

ΔIY ≈ 0



  

Role of the Batch Size
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Role of the Batch Size

Drift to diffusion transition:

E. Loweimi 30/33



  

Role of the Batch Size

   – x-axis: batch size (incorrect xlabel/title) 
   

   – y-axis: argmin d/dt SNR 

Larger batch size → 
delays transition to diffusion
→ more iterations required
(less randomness in diffusion)
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Role of the Batch Size

   – x-axis: batch size     

   – y-axis: argmax I(X;T) 
E. Loweimi 30/33

Larger batch size → 
delays transition to diffusion
→ more iterations required
(less randomness in diffusion)
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Rebuttal
● Compression is an artefact of the double saturation of 

Tanh, it does not happen for ReLU 
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Two-phase process is not generic!

Tanh, 
small data,
MI: Binnig

Tanh, 
MNIST,
MI: kernel-based

ReLU, 
small data,
MI: Binnig

ReLU, 
MNIST,
MI: kernel-based

E. Loweimi 32/33



  

Rebuttal
● Compression is an artefact of the double saturation of 

Tanh, it does not happen for ReLU

E. Loweimi 32/33



  

Rebuttal
● Compression is an artefact of the double saturation of 

Tanh, it does not happen for ReLU
● Slow diffusion↔due to small gradient at saturation

E. Loweimi 32/33



  

Rebuttal
● Compression is an artefact of the double saturation of 

Tanh, it does not happen for ReLU
● Slow diffusion↔due to small gradient at saturation
● No causal relationship between compression 

(stochasticity of SGD) and generalisation

E. Loweimi 32/33



  

Rebuttal
● Compression is an artefact of the double saturation of 

Tanh, it does not happen for ReLU
● Slow diffusion↔due to small gradient at saturation
● No causal relationship between compression 

(stochasticity of SGD) and generalisation
● i-RevNet: loss of information is not a necessary 

condition to learn representations that generalise well

E. Loweimi 32/33



  

Conclusions
● Novel approach: Using Information Theory to study DNNs
● Mutual information between input/hidden/output layers is investigated 

to understand/visualise the DNNs and their learning dynamics
● Why DNNs generalise well?

– Stochasticity of SGD in diffusion → forgetting irrelevant info by adding noise

● Trend is claimed to be general but ...
– ReLU → no compression
– iRev-Net → no forgetting

and still generalise well!

E. Loweimi 33/33



  

That’s It!
● Thanks for Your Attention
● Q & A

E. Loweimi



  

Appendices

(A1) Sufficient Statistics

(A2) Information Bottleneck – Solution

(A3) Some Useful Resources

(A4) Information Theory and Statistical Mechanics

E. Loweimi



  

(A1) Sufficient Statistics
● Fisher’s Factorisation Theorem (g and h ≥ 0)

 

● T is sufficient statistics for Y if 

 

● T is minimum sufficient statistics for Y if

E. Loweimi A1/4



  

(A2) Info Bottleneck – Solution

X Y

T

p(x,y)

q(t|x)

Named self-consistent equations
 

Solution: Blahut-Arimoto (iterative)

X: observation
Y: variable of interest
T: representation of X
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(A2) Info Bottleneck – Solution

X Y

T

p(x,y)

q(t|x)

Named self-consistent equations
 

Solution: Blahut-Arimoto (iterative)

Key

X: observation
Y: variable of interest
T: representation of X

Sum

Bayes
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(A3) Useful Resources
● Tishby’s Talk in Simon Institute

https://www.youtube.com/watch?v=EQTtBRM0sIs
● Information Bottleneck Workshop 

http://www.cs.huji.ac.il/~tishby/NIPS-Workshop/
● The optimization process in the Information Plane

https://www.youtube.com/watch?v=P1A1yNsxMjc
● Ravid Schwarz-Ziv, Data Science Summit 2018

https://www.youtube.com/watch?v=gOn8Po_NPe4

E. Loweimi A3/4

https://www.youtube.com/watch?v=EQTtBRM0sIs
http://www.cs.huji.ac.il/~tishby/NIPS-Workshop/
https://www.youtube.com/watch?v=P1A1yNsxMjc
https://www.youtube.com/watch?v=gOn8Po_NPe4
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Edwin Thompson Jaynes
(1922-1998)

(A4) Info Theory & Statistical Mechanics
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